The following should arouse your suspicion

SUBJECT

Does this differ from
the content? Is it
nonsensical or marked
as a reply to anemail

you did not write?

TO

Are there more recipients,

and if so, do you know them?

Is there anything unusual

about this particular grouping?
For example, do the names start
with the same letters or are

the people from different,

unrelated circles?

FROM

Are you familiar with this email address?

Is the spelling unusual?

DATE AND TIME
Was the email sent
at an unusual time?

( Amazon Customer Service <arnazon-mailer@1ys.de>]

{ update your Amazon account )

(o .
{ To: Gregg Mitchell ]

Dear Gregg Mitchell,

We at Amazon take your security seriously. For this reason, your Amazon account has been temporarily disabled.

Following some unusual activity on your account, which included several failed login attempts and the placement
of an order, we feel compelled to take these steps.
In order to unblock your Amazon account, we would like to kindly ask you to verify your identity within the next 48
hours.

http://www.not-amazon.de

\_

Kind regards,
Your Amazon Team

LINKS AND BUTTONS

Does the link lead to the given address?
By holding the cursor over the button or a link,

the embedded URL is displayed.

ATTACHMENT

Is the attachment unexpected,
or does it not make sense in
the context? Is the file format
potentially dangerous?

CONTENT

Are there spelling mistakes or
any unusual phrasing?

Are you being asked to do
something to get something
positive or to avoid something
negative?

»

Increase ¢«
YourSkills



